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Agenda

= Digital vulnerabilities in the maritime sector
= DNV GL guidelines for cyber security

= The DNV GL Cyber secure class notation

= DNV GL Cyber secure type approval

= DNV GL cyber security certification, testing and
advisory services

= Some references
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Digital vulnerabilities in the maritime sector

DNV GL assessment for Norwegian Authorities*/ Lysneutvalget ,
April 2015 *Ministry of Justice and Public Security

Top 10:

Lack of attention and training

Navigation Signals from a satellite is normally not protected against

modification

System for identification of the vessel is normally not protected
against modification

Remote Maintenance

A large number of parties are exchanging a lot of information on
unsecured email

Separation of computer networks

Use of mobile storage devices

Booking systems and administration systems are vulnerable
Lack of physical security for server rooms, wiring closets, etc.

Limited user authentication against systems for public reporting

DIGITALE SARBARH

Digitale
Sektor

Lysneutvaiget

ETER LVSNEI.ITVALGET

Sdrbarheter Maritim

3

DNV GL ©

Maritime Cyber Security

DNV-GL



DNVGL-RP-0496 Cyber Security resilience management for ships and mobile

offshore units in operation

DNV-GL

RECOMMENDED PRACTICE

DNVGL-RP-0496 Edition September 2016

Cyber security resilience management for
ships and mobile offshore units in operation

DNV GL AS
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DNVGL-RP-G108 Cyber security in the oil and gas industry based on IEC 62443

DNV-GL

RECOMMENDED PRACTICE

DNVGL-RP-G108 Edition September 2017

Cyber security in the oil and gas industry
based on IEC 62443

« Developed as a Joint Industry project (JIP)

 Participants: ABB, DNV GL, Emerson, Equinor, Honeywell,
Kongsberg Maritime, Lundin, PTIL, Shell, Siemens and
Woodside

- Started April 2016

« Released the RP at Offshore Europe September 2017

The electronic pdf version of this document, available free of charge
from http:/ /wew.dnvgl.com, is the officially binding version.

DNV GL AS
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Cyber Security best practice

Process

» Establish a Cyber Security Management System

= Update your procedures to reflect cyber security
best practices

» Implement the management system into your
organisation

People Technology

= Ensure segregation of your networks
and secure network boundaries

= Train your onboard & shore personnel

= Train system responsible personnel

= Secure systems and components

= Perform incident response & recovery
training = Install systems to identify, protect,

detect, respond and recover.
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ISA/IEC 62443 Security for Industrial Automation and Control Systems

Policies &

ISA£2443-11 ISA-62443-1-2 ISA-62443-13 ISA-TR62443-14

C Master glossary of Systemn security IACS security lifecycle
eptsand models terms and abbreviations conformance metrics and use-cases

Secunty program
requirements for IACS

Security Protection
Rating

Patch management in Requirements for IACS
the IACS environment service providers

Implementation gudance
for IACS asset owners

System security
requirements and
security levels

Security technologies
for IACS

Security risk assessment
and system design
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ISA-62443-4-1 ISA-62443-4-2

Secure product Technical security

development ifecycle requirements for IACS
requirements | components

| Out for Comment Approved with
g - v Development Planned l In Development or Vole v C A <
—
52 Published
" =D N
v Approved =] Published ; Adopled ﬁJ (under revision)
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How to implement 62443

Define System Under Consideration
Do a risk assessment

Define zones and conduits

_ Define Security Level Target

Protection against...

Intentional Violation Using Sophisticated Means with
Extended Resources, IACS Specific Skills & High
Motivation

Intentional Violation Using Sophisticated Means with

Motivation

Casual or Coincidental Violation

3 Moderate Resources, IACS Specific Skills & Moderate
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Class notation Cyber secure

62443-2-1 Cyber Security Management System (owner)

Business rationale

Addressing risk with the CSMS

Security policy,
organization and
awareness

CEMS scope

Organize for
security

Staff training and
security
awareness

Business
continuity plan

Security policies
and procedures

Monitoring and improving the CSMS

Conformance

Risk analysis

Selected security
countermeasures

Personnel
securily

¢ Broaiend e
Physical and
envirenmental

security

S

Network
segmentation
~
T——

Access control -

Account
administration
N -/
A
Access control -

Authentication

—
Accass control -

Authorization

Risk identification,
classification and
assessment

Implementation

r . B
Risk
management and
implementation
—
System
development and
maintenance
' ] ™y
Information and
document

management

[ —

Incident planning
and response

N/

Review, improve and
maintain the CSMS

IEC 2312710
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The DNV GL Cyber Security Class Notation

IEC 61162-460 - i

DNV -GL

IEC 62443-3-3

Process RULES FOR CLASSIFICATION

Ships

Edition July 2018

NEK IEC 62443-3-3
Engetsk verspn
Utgave 10,2013

Part 6 Additional class notations

Norwegian slectrotechnical publication

Industrial communication networks.

People Technology Newor snd sysemsecurty Chapter 5 Equipment and design features

Section 21 Cyber Security

NEK

oS ELATROTEWSK KOUTE
e
oot e

Eucpien Escuomeirious, CENELEC
€ NEK o oppravsren e paegn

Provided by Standard Gniing AS for DNV GL Group Companies 20 14-08-25

The content of this service document is the subject of intellectual property rights reserved by DNV GLAS ("DNV GL"). The user
accepts that it is prohibited by anyone else but DNV GL and/or its licensees to offer andfer perform dlassification, cartification
and/or verification services, including the issuance of certificates and/or declarations of conformity, whelly er pardy, on the

basis of ané/or pursuant to this document whether free of charge or chargesble, without DNV GL's prior written consent.
I E C 6 Z 44 3 - z - 1 DNV GL is not responsible for the consequences arising from any use of this decument by athers.

The electronic pdf version of this document, swailable free of charge
from hitp:/ /www.dnvgl.com, is the officially binding version.

DNV GL AS

Fleet i service
from 2020
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The DNV GL Cyber Security Class Notation "One size fit all”?

Risk reduction

= Which systems to include? ot

= How much risk reduction is

wanted/achievable? SL-3

SL-2 DNV GL Cyber secure (?)

SL-1

>
Systems included

11 DNVGL® DNV-GL
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The DNV GL Cyber Secure

= Intended for NB + FIS
= Cover IM0O.428(98) requirements
= Requires management system (CSMS) for FIS
= Focus on external barrier defence:
— Zones and conduits
— Remote access
— Removable devices
— Malware
— Incident handling and reporting
= Limited in depth protection SP-0:
— 8 requirements for 11 systems

Risk reduction

SP-3
SP-1
Sl DNV GL Cyber secure -

\ Y ' Systems included

Propulsion

Steering

Watertight integrity

Fire detection and mitigation

Ballasting

Thrusters not part of propulsion functions

Power generation supplying essential and important systems
Auxiliary systems for essential and important systems
Ignition source control

Navigation

Communication

12 DNV GL®©
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The DNV GL Cyber Secure (Essential)

= Intended for NB + FIS
= Cover IM0O.428(98) requirements
= Requires management system (CSMS) for FIS
= Barrier defence:
— Zones and conduits
— Remote access
— Removable devices
— Malware
— Incident handling and reporting
= Essential in depth protection SP-1:
— 46 requirements for 11 systems

Risk reduction

a

SP-3

SP-1

DNV GL Cyber secure
(Essential)

SP-0

DNV GL Cyber secure

\ Y ' Systems included

o
»

Propulsion

Steering

Watertight integrity

Fire detection and mitigation

Ballasting

Thrusters not part of propulsion functions

Power generation supplying essential and important systems
Auxiliary systems for essential and important systems
Ignition source control

Navigation

Communication
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The DNV GL Cyber Secure (Advanced)

= Intended for NB
= Cover IM0O.428(98) requirements
= Requires management system (CSMS) for FIS
= Barrier defence:
— Zones and conduits
— Remote access
— Removable devices
— Malware
— Incident handling and reporting
= Advanced in depth protection SP-3:
— 88 requirements for 11 systems

Risk reduction

a

SP-3

DNV GL Cyber secure
(Advanced)

Slatdl DNV GL Cyber secure

(Essential)

DNV GL Cyber secure

Y Systems included

SP-0

o
»

—

Propulsion

Steering

Watertight integrity

Fire detection and mitigation

Ballasting

Thrusters not part of propulsion functions

Power generation supplying essential and important systems
Auxiliary systems for essential and important systems
Ignition source control

Navigation

Communication
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The DNV GL Cyber Secure (+)

= Intended for NB + FIS Risk reduction
= Cover IM0O.428(98) requirements |
= Requires management system (CSMS) for FIS Sp-3 —

= Barrier defence: May be combined with J—~DPNV GL Cyber
. : secure (+)
— 7Zones and conduits Sp-1 Essential or Advanced j__
— Remote access SP-0
DNV GL Cyber secure -
— Removable devices \ , T
Y Systems included
- Malwa re Propulsion
. . . 3::::igght integri E -g.:
- InCIdent ha ndllng and repo rtlng Firedetectionandt:nitigation . Cargo management system on

Ballasting
Thrusters not part of propulsion functions tan ker

= Limited in depth protection SP-0 for 11 systems  rowrseerstonsupivingessentalans importantysiems . jf production systems on FPSO

Auxiliary systems for essential and important systems
Ignition source control - Drill systems on drill-ship

= In depth protection for systems included e - Passenger network on cruise-
vessel
— SP 1-4 based on risk assessment
15 DNV GL© DNV-GL
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Required documentation/verification to obtain the DNV GL Cyber secure class

T T
I

Cyber Security Design Philosophy Test procedure for integration test

notation
||m —TTT—

Cyber Security Management System
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An example of a Zone and conduit drawing
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When defining system inventory, systems may be taken out of scope if "'no

attack surface”:

2.4 1NItial Systerm selection S — Remote Connected | Software

Cyber physical systems in [5.3] to [5.5] that possess any of the following capabilities, shall be subject t A AR ||

verification of security capabilities in these rules. )
Propulsion — CPP control system X N/A X

— remote connection (from outside the vessel)

— connected and/ or integrated (with other systems) Propulsion — RPM control system X N/A X

— possibility for software updates (of application and/ or operating systems).
Propulsion - Electrical propulsion thruster control system X N/A X
Propulsion - Electrical propulsion drives (PTI/PTO) X N/A X
Steering - Rudder control system N/A N/A X
Steering - Azimuth thrusters control system N/A N/A N/A
Steering - Electrical azimuth thruster drive N/A N/A N/A
Power generation — Main engine control system X N/A X
Power generation — Aux engine control system X X X
Power generation — Aux generator control system X X X
Power generation - Power management system X X X

18 DNVGL®© DNV-GL
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Classification - product certificate/type approval

« Classification of control, monitoring, alarm

and safety systems consist of the following
activities

. |Plan approval
Product

2. |Manufacturing Certificate

survey/FAT

3. New-building inspection
4. FIS survey

REPORT FOR INCOMPLETE

DNV-GL

CERTIFICATION
Our ref: Date/pl
AD056120 2016-0f

Report of pending items to allow certification of the fd

Particulars of Product

Product Name: _4 x Control §
Type designation: |
Application/context: Two Remote|

_control systq

Serial/Tag no: _ _

The product is intended for: _MEYER WER(
_=34079 |
Requirements are based on: DNV Rules f

The product / material has been marked: N1416R2S

Particulars of Vendor and Purchaser

Vendor: _ABB Oy, Marj
Vendor reference: -CVX-003122)
Purchaser: Meyer Werft

DNV-GL

Certificate No:
TAA0000266

TYPE APPROVAL CERTIFICATE  RevisionNo:

1

This is to certify:
That the Peripheral Equipment

with type designation(s)
CP604, CP607, CP610

Issued to
ABB Automation Products GmbH
Heidelberg, Baden-Wiirttemberg, Germany

is found to comply with
DNV 6L rules for classification — Ships, offshore units, and high speed and light craft

Application :

Purchaser reference:

Pending and / or non-conforming items are reported
shall be followed up before DNV GL can issue a Produ:

It s the responsibility of the vendor to take appropriate acti
the pending / nenconforming items.

Form code: 71048 Revisen: 2015-10
© DNV GL 2014. DNV GL nd the Horizon Graphic sre trademarks of DNV GL AS.

T ISS—S—S—S—S—__

Product(s) approved by this certificate is/are accepted for installation on all vessels classed
by DNV GL.

Type Temperature Humidity Vibration EMC Enclosure

CP604 A B A B B - IP66 (front) / IP20 (rear)

CP607 A B A B B - IP66 (front) / IP20 (rear)

CP610 A B A B B - IP66 (front) / IP20 (rear)

Issued at Hamburg on 2019-02-01
This Certificate is valid until 2024-01-16. for DNV GL
DNV GL local station: Augsburg

Approval Engineer: Marco Rinkel

Joannis Papanuskas
Head of Section

This Certifcate is subject to terms and condiions overlea. Any significant change i design or construction may render this Certificate invallc.
The vallity date relates to the Type Approval Gertficas and 1 to the spprova of equipment/systems nstalled.

BB Form coe: T 251 Revislon: 2016-12 e dngl com Page Lold
5 © DNV GL 2014. DNV GL and the Horizen Graphic are trademarks of DNV GL AS,
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DNV GL as Maritime Advisory & Testing

Overview of Advisory Services — Assessment

On-board assessment

Roles and

Cyber risks assessment

System group

Likelihood ;
ihilliti Ballasting system
It 1 Ballasting Propulsion & steering system
QLT;;?.: 5 Power generation systems
] Navigation planner
Hikely 4 Stability Monitoring system
Possible 3 e Man overboard system/CCTV 16
Muster Evacuation Monitoring 16
37 party equipment i\ Unlikely 2 s Energy management system 16
and behaviour & Environmental systems 16
A hi h - Rare 1 Position fixing and navigation systems| 16
connecii;r?_(svg,:ﬁ' VPN) Testing of network & systems Hospitality management 16
' 1 2 3 4 5 Security systems 16
- Security Incident Report Platform 16
c Negligiable Minor  Mederate  Major  Catastrophic Emergency power systems 15
onsequence Inventory system 12
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Promoting Cyber Security awareness is easy through e-learning

= Module 1: How you can help protect yourself and your organisation (10min)
= Module 2: Common threats & traps (15min)
= Module 3: Best practices (15min)

| Waleme ~

= Module 4 : Advanced defence in depth course (20min) SRR

Welcome

MODULE 2

COMMONTHREATS & TRAPS

START THE
WER MODULF

e For the best viewing experience use Intemet
Explorer 11

Instrsctions You may navigate betwesn pages by using
o . the srrow buttons
== DNV GL - Maritime uploaded a video In 15 minutes you will leam how to recognise R T
% Ve (s lv. 2 Con L 2. U e
typical cyber-attacks and react to them <) your speskers/headphanes before continuing

‘ You can also mute selected audio parts by
2 dicking on the mute symbol
1 month ago * 337 views

Wih the increasng use of systems with embedded software on ships and mobile

ﬂ Introduction to Cyber Secunty in Mantime and Offshore
oy W OV GL-ariine (i1l Tube
for '-3!,3[:

platforms, cyber security is becoming criical not only for data protection, but also
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Penetration testing of OT systems

OT penetration testing:

— Deep system and domain knowledge
necessary

. _ — Tailored configurations and bespoke protocols
Vulnerability spot-checking

of most critical IT/OT
systems using white/grey

— Often fragile and safety critical systems

box testing

22 DNVGL®



